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APPLIED SECURITY VISUALIZATION
 

“Collecting log data is one thing, having relevant information is something else. The art to transform all kinds of log data into meaningful security information is the core of this book. Raffy illustrates in a straight forward way, and with hands-on examples, how such a challenge can be mastered. Let's get inspired.”

–Andreas Wuchner, Head of Global IT Security, Novartis

 

Use Visualization to Secure Your Network Against the Toughest, Best-Hidden Threats

 

As networks become ever more complex, securing them becomes more and more difficult. The solution is visualization. Using today’s state-of-the-art data visualization techniques, you can gain a far deeper understanding of what’s happening on your network right now. You can uncover hidden patterns of data, identify emerging vulnerabilities and attacks, and respond decisively with countermeasures that are far more likely to succeed than conventional methods.

 

In Applied Security Visualization, leading network security visualization expert Raffael Marty introduces all the concepts, techniques, and tools you need to use visualization on your network. You’ll learn how to identify and utilize the right data sources, then transform your data into visuals that reveal what you really need to know. Next, Marty shows how to use visualization to perform broad network security analyses, assess specific threats, and even improve business compliance.

 

He concludes with an introduction to a broad set of visualization tools. The book’s CD also includes DAVIX, a compilation of freely available tools for security visualization.

 

You'll learn how to:

• Intimately understand the data sources that are essential for effective visualization

• Choose the most appropriate graphs and techniques for your IT data

• Transform complex data into crystal-clear visual representations

• Iterate your graphs to deliver even better insight for taking action

• Assess threats to your network perimeter, as well as threats imposed by insiders

• Use visualization to manage risks and compliance mandates more successfully

• Visually audit both the technical and organizational aspects of information and network security

• Compare and master today’s most useful tools for security visualization

 

Contains the live CD Data Analysis and Visualization Linux (DAVIX). DAVIX is a compilation of powerful tools for visualizing networks and assessing their security. DAVIX runs directly from the CD-ROM, without installation.

 

About the Author




Raffael Marty is Chief Security Strategist and Senior Product Manager for Splunk, the leading provider of large-scale, high-speed indexing and search technology for IT infrastructures. As customer advocate and guardian, he focuses on using his skills in data visualization, log management, intrusion detection, and compliance. An active participant on industry standards committees such as CEE (Common Event Expression) and OVAL (Open Vulnerability and Assessment Language),Marty created the Thor and AfterGlow automation tools and founded the security visualization portal secviz.org. Raffy’s passion for security visualization is evident in the many presentations he gives at conferences around the world. Prior to writing Applied Security Visualization, he contributed to a number of books on security and visualization. Before joining Splunk, Raffy managed the solutions team at ArcSight, served as IT security consultant for PriceWaterhouseCoopers, and was a member of the IBM Research Global Security Analysis Lab.
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Sams Teach Yourself DHTML in 24 HoursSams Publishing, 2001
Sams Teach Yourself DHTML in 24 Hours provides a friendly, accessible way to learn DHTML.   Beginning with the basic concepts, it will proceed with concise lessons on the DOM and style sheets. Later lessons will present real-world examples of useful DHTML applications, such as cascading menus, and continue with advanced techniques, such as...
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Magento 1.4 Development CookbookPackt Publishing, 2010

	Magento is the fastest growing PHP-based eCommerce solution based on the Zend
	Framework. This robust CMS helps developers to enrich their store with more useful
	functionalities with custom modules. Developing a Magento store to get the desired look and
	feel is not as easy as you might believe, and may take hours due to the wealth of...
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Managing Your Supply Chain Using Microsoft NavisionMcGraw-Hill, 2004
Managing Your Supply Chain provides a simple yet comprehensive  explanation of how to use Microsoft Navision in small-to-midsize firms involved  in manufacturing and distribution. Describing usage in a wide variety of  environments and illustrated with more than 50 case studies, it covers how the  entire system fits together to...





	[image: ][image: Programming PC Connectivity Applications for Symbian OS: Smartphone Synchronization and Connectivity]

Programming PC Connectivity Applications for Symbian OS: Smartphone Synchronization and ConnectivityJohn Wiley & Sons, 2005
Welcome to this book on programming PC Connectivity applications for
Symbian OS. PC Connectivity applications based on standard services
and APIs can be created purely by programming on the PC, but more
specialized applications involve programming on the Symbian OS smartphone
as well as on the PC. This book will help you to...
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Evaluating Information Systems: Public and Private SectorButterworth-Heinemann, 2008
Companies make a huge investment of 4 to 10% of their turnover on IT - this book reveals how this is evaluated and measured.     

       The adoption of Information Technology (IT) and Information Systems (IS) represents significant financial investments, with alternative perspectives to the evaluation domain coming from both the public...
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Mountain Resorts (Ecology and Law in Modern Society)Ashgate, 2009
Mountains are the home of significant ecological resources - wildlife habitat, higher elevation plant systems, steep slopes and delicate soils, and water systems. These resources are subject to very visible and growing pressures, most of which are caused by the unique features of mountains. Using as case studies four mountain resorts in four ranges...
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