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		Use the methodology in this study guide to design, manage, and operate a balanced enterprise cybersecurity program that is pragmatic and realistic in the face of resource constraints and other real-world limitations. This guide is an instructional companion to the book Enterprise Cybersecurity: How to Build a Successful Cyberdefense Program Against Advanced Threats. The study guide will help you understand the book’s ideas and put them to work. The guide can be used for self-study or in the classroom.

	
		Enterprise cybersecurity is about implementing a cyberdefense program that will succeed in defending against real-world attacks. While we often know what should be done, the resources to do it often are not sufficient. The reality is that the Cybersecurity Conundrum?what the defenders request, what the frameworks specify, and what the budget allows versus what the attackers exploit?gets in the way of what needs to be done. Cyberattacks in the headlines affecting millions of people show that this conundrum fails more often than we would prefer.

	
		Cybersecurity professionals want to implement more than what control frameworks specify, and more than what the budget allows. Ironically, another challenge is that even when defenders get everything that they want, clever attackers are extremely effective at finding and exploiting the gaps in those defenses, regardless of their comprehensiveness. Therefore, the cybersecurity challenge is to spend the available budget on the right protections, so that real-world attacks can be thwarted without breaking the bank.

	
		People involved in or interested in successful enterprise cybersecurity can use this study guide to gain insight into a comprehensive framework for coordinating an entire enterprise cyberdefense program.

	
		What You’ll Learn

		
			Know the methodology of targeted attacks and why they succeed
	
			Master the cybersecurity risk management process
	
			Understand why cybersecurity capabilities are the foundation of effective cyberdefenses
	
			Organize a cybersecurity program's policy, people, budget, technology, and assessment
	
			Assess and score a cybersecurity program
	
			Report cybersecurity program status against compliance and regulatory frameworks
	
			Use the operational processes and supporting information systems of a successful cybersecurity program
	
			Create a data-driven and objectively managed cybersecurity program
	
			Discover how cybersecurity is evolving and will continue to evolve over the next decade


	
		Who This Book Is For

	
		Those involved in or interested in successful enterprise cybersecurity (e.g., business professionals, IT professionals, cybersecurity professionals, and students). This guide can be used in a self-study mode. The book can be used by students to facilitate note-taking in the classroom and by Instructors to develop classroom presentations based on the contents of the original book, Enterprise Cybersecurity: How to Build a Successful Cyberdefense Program Against Advanced Threats.
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Pregnancy For DummiesFor Dummies, 2009
Now updated — the bestselling guide to a safe and healthy pregnancy
    Are you pregnant, or hope to be? This friendly, reassuring guide continues its legacy of providing moms- and dads-to-be with expert advice on every aspect of pregnancy and childbirth — from conception to the delivery room to breastfeeding and...
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Harvard Business Review on Managing High-Tech Industries (Harvard Business Review Paperback Series)Harvard Business School, 1999

	This title offers leading minds and landmark ideas in an easily accessible format. From the preeminent thinkers whose work has defined an entire field to the rising stars who will redefine the way we think about business, "The Harvard Business Review Paperback Series" delivers the fundamental information today's professionals...
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Topological Methods in Data Analysis and Visualization: Theory, Algorithms, and Applications (Mathematics and Visualization)Springer, 2011

	The deluge of data observed throughout research and industry has turned the analysis of the resulting information into the primary limiting factor for the rapid progress of science, engineering, and medicine. The field of visualization strives to tackle this data analysis challenge by devising visual representations that afford users an...
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Web Marketing For Dummies (Computer/Tech)For Dummies, 2007
Claim your space in the online marketplace!
    Develop a plan, build a marketing-effective site, and create word-of-Web campaigns    

    Launching a Web site for your product or service does not automatically ensure sales success. This book provides the know-how for creating a solid Web marketing plan, including how to build a site...
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Apache Sqoop CookbookO'Reilly, 2013

	
		It’s been four years since, via a post to the Apache JIRA, the first version of Sqoop was
	
		released to the world as an addition to Hadoop. Since then, the project has taken several
	
		turns, most recently landing as a top-level Apache project. I’ve been amazed at how
	
		many people use this small tool for a...


	[image: ]	[image: ][image: Sams Teach Yourself Microsoft Office Outlook 2003 in 24 Hours]

Sams Teach Yourself Microsoft Office Outlook 2003 in 24 HoursSams Publishing, 2003
For readers who are new to Outlook 11 and want to get up and running quickly, Sams Teach Yourself Microsoft Outlook 11 in 24 Hours will do the trick. This book includes shortcuts and ways to accomplish the most common tasks in Outlook. Readers are able to work at their own pace through the easily digestible, one-hour lessons. After completing...
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