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		Learn how to hack systems like black hat hackers and secure them like security experts

	
		Key Features

		
			Understand how computer systems work and their vulnerabilities
	
			Exploit weaknesses and hack into machines to test their security
	
			Learn how to secure systems from hackers


	
		Book Description

	
		This book starts with the basics of ethical hacking, how to practice hacking safely and legally, and how to install and interact with Kali Linux and the Linux terminal. You will explore network hacking, where you will see how to test the security of wired and wireless networks. You’ll also learn how to crack the password for any Wi-Fi network (whether it uses WEP, WPA, or WPA2) and spy on the connected devices.

	
		Moving on, you will discover how to gain access to remote computer systems using client-side and server-side attacks. You will also get the hang of post-exploitation techniques, including remotely controlling and interacting with the systems that you compromised. Towards the end of the book, you will be able to pick up web application hacking techniques. You'll see how to discover, exploit, and prevent a number of website vulnerabilities, such as XSS and SQL injections.

	
		The attacks covered are practical techniques that work against real systems and are purely for educational purposes. At the end of each section, you will learn how to detect, prevent, and secure systems from these attacks.

	
		What you will learn

		
			Understand ethical hacking and the different fields and types of hackers
	
			Set up a penetration testing lab to practice safe and legal hacking
	
			Explore Linux basics, commands, and how to interact with the terminal
	
			Access password-protected networks and spy on connected clients
	
			Use server and client-side attacks to hack and control remote computers
	
			Control a hacked system remotely and use it to hack other systems
	
			Discover, exploit, and prevent a number of web application vulnerabilities such as XSS and SQL injections


	
		Who this book is for

	
		Learning Ethical Hacking from Scratch is for anyone interested in learning how to hack and test the security of systems like professional hackers and security experts.

	
		Table of Contents

		
			Introduction
	
			Setting up The Lab
	
			Linux Basics
	
			Network Penetration Testing
	
			Network Penetration Testing - Pre Connection Attacks
	
			Network Penetration Testing - Gaining Access (WEP/WPA/WPA2 Cracking)
	
			Post Connection Attacks
	
			Man-in-the-middle Attacks
	
			Network Penetration Testing - Detection & Security
	
			Gaining Access to Computer Devices
	
			Scanning vulnerabilities using Tools
	
			Client Side Attacks
	
			Client Side Attacks - Social Engineering
	
			Attack and Detect Trojans with BeEF
	
			Attacks Outside The Local Network
	
			Post Exploitation
	
			Website Penetration Testing
	
			Website Pentesting - Information Gathering
	
			File Upload, Code Execution & File Inclusion Vulns
	
			SQL Injection Vulnerabilities
	
			Cross Site Scripting Vulnerabilities
	
			Website Pentesting - Discovering Vulnerabilities Automatically Using OWASP ZAP










	Comments

		


	[image: ]Add Your Comment
(HTML tags aren't allowed.)











	Amazing Books

	[image: ][image: MCSE: Exchange Server 2000 Administration Study Guide]

MCSE: Exchange Server 2000 Administration Study GuideSybex, 2001
Here's the book you need to prepare for Exam 70-224, Installing, Configuring, and Administering Microsoft Exchange 2000 Server:
	Full coverage of every exam objective—all the information you need to know     
	Practical information on installing, configuring, and administering Exchange 2000 Server...
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System Center Operations Manager (OpsMgr) 2007 R2 UnleashedSams Publishing, 2010

	This up-to-the-minute supplement to System Center Operations Manager 2007 Unleashed brings together practical, in-depth information about System Operations Manager 2007, including major enhancements introduced with the R2 release, as well as essential information on other products and technologies OpsMgr integrates...
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Modular Design Frameworks: A Projects-based Guide for UI/UX DesignersApress, 2017

	Learn the basic principles of modular design, and then put them into action to create sites that are easy to use, look great, and can be adapted within the context of your business needs.

	
		With author James Cabreraâ€•one of the thought leaders in the modular-design movementâ€•you'll create a single, scalable project for...
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More than Beef, Pork and Chicken – The Production, Processing, and Quality Traits of Other Sources of Meat for Human DietSpringer, 2019

	
		This comprehensive work explores the demand, supply and variable consumer attitude toward a wide variety of unconventional and exotic animal species that are consumed in different parts of the world. Individual chapters focus on the consumption of horse meat, camel, buffalo, sheep, rabbit, wild boar, deer, goose, pheasant and exotic...
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Microsoft Windows Intune 2.0: Quickstart AdministrationPackt Publishing, 2012

	Microsoft Windows Intune is a cloud service solution that simplifies how small and mid-sized businesses manage and secure PCs using Microsoft cloud services and Windows 7-so your computers and users can operate at peak performance all the time.


	This step-by-step guide will show you how to plan, set up and maintain Windows Intune,...
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Continuous Integration in .NETManning Publications, 2011

	
		After completing my master’s degree, I moved from Poland to Germany and began working as a .NET developer for a company full of experts in … Clarion. The Clarion folks were developing the company’s flagship—very successful leasing software—and I was left to do “the rest”: a bit of...
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