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	Key Features

	
		This book provides code-intensive discussions with detailed recipes that help you understand better and learn faster.
	
		More than 50 hands-on recipes to create and administer a secure Linux system locally as well as on a network
	
		Enhance file system security and local and remote user authentication by using various security tools and different versions of Linux for different tasks



	Book Description


	With the growing popularity of Linux, more and more administrators have started moving to the system to create networks or servers for any task. This also makes Linux the first choice for any attacker now. Due to the lack of information about security-related attacks, administrators now face issues in dealing with these attackers as quickly as possible. Learning about the different types of Linux security will help create a more secure Linux system.


	Whether you are new to Linux administration or experienced, this book will provide you with the skills to make systems more secure.


	With lots of step-by-step recipes, the book starts by introducing you to various threats to Linux systems. You then get to walk through customizing the Linux kernel and securing local files. Next you will move on to manage user authentication locally and remotely and also mitigate network attacks. Finally, you will learn to patch bash vulnerability and monitor system logs for security.


	With several screenshots in each example, the book will supply a great learning experience and help you create more secure Linux systems.


	What you will learn

	
		Learn about various vulnerabilities and exploits in relation to Linux systems
	
		Configure and build a secure kernel and test it
	
		Learn about file permissions and security and how to securely modify files
	
		Explore various ways to authenticate local users while monitoring their activities.
	
		Authenticate users remotely and securely copy files on remote systems
	
		Review various network security methods including firewalls using iptables and TCP Wrapper
	
		Explore various security tools including Port Sentry, Squid Proxy, Shorewall, and many more
	
		Understand Bash vulnerability/security and patch management



	About the Author


	Tajinder Kalsi is an innovative professional with more than 9 years of progressive experience within the information security industry. He has a good amount of knowledge and experience in web application testing, vulnerability assessment, network penetration testing, and risk assessment.


	At present, he is working as an independent information security consultant. He started his career with Wipro as a technical associate, and later on he became an ISMS consultant cum technical evangelist. In his free time, he conducts seminars in colleges all across India on various topics, and he has covered more than 125 colleges and spoken to 10,000+ students.


	In the past, he has reviewed books such as Web Application Penetration Testing with Kali Linux, Mastering Kali Linux for Advanced Penetration Testing, and Advanced Wireless Penetration Testing for Highly-Secured Environments.


	You can find him on Facebook at www.facebook.com/tajinder.kalsi.tj, or contact him on his website at www.tajinderkalsi.com.
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Companies Are People, Too: Discover, Develop, and Grow Your Organization's True PersonalityJohn Wiley & Sons, 2003
Praise for COMPANIES ARE PEOPLE, TOO    

"In most cases, the CEO’s perception of a company’s personality is drastically different than what the rest of the organization perceives. In the dynamic read, Companies Are People, Too, you’ll discover how to identify the true personality of your company. With this...
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Microsoft  Windows  Small Business Server 2003 Administrator's Companion (Pro-Administrator's Companion)Microsoft Press, 2004

	This comprehensive administrator’s reference delivers the details you need to successfully deploy, manage, and support Microsoft Windows Small Business Server 2003. The authors, experts in Microsoft operating systems and server technologies, provide easy-to-follow procedures, practical workarounds, and key troubleshooting tactics for...
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Beyond Training and Development: The Groundbreaking Classic on Human Performance EnhancementAMACOM, 2004
How does your organization manage employee training? Read the following
vignettes and, on a separate sheet of paper, record how your organization would
solve the problem presented in each. If you can offer an effective solution to all
the vignettes, then your company may already be effectively managing training;
otherwise, it...
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Professional Hadoop SolutionsWrox Press, 2013

	The go-to guidebook for deploying Big Data solutions with Hadoop


	Today's enterprise architects need to understand how the Hadoop frameworks and APIs fit together, and how they can be integrated to deliver real-world solutions. This book is a practical, detailed guide to building and implementing those solutions, with...
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CCNP CIT Exam Cram 2 (642-831)Que, 2003
          The Exam Cram Method of study focuses on exactly what you need to get certified now.

In this book you'll learn how to:

	
    Apply and troubleshoot the Cisco CLI and Cisco Set/Clear command set

    
	
    ...
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Oracle RMAN 11g Backup and Recovery (Osborne ORACLE Press Series)McGraw-Hill, 2010

	Master Oracle Recovery Master


	Protect your databases from hardware, software, and operator failures using the detailed information in this Oracle Press guide. Oracle RMAN 11g Backup and Recovery explains how to configure databases, generate accurate archives, and carry out system restores. Work from the command line or...
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