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This book is an introductory, tutorial-style text designed to give the reader a strong foundational knowledge of securing a Linux system. This book teaches the reader how to securely install and run Linux as it comes shipped from most Linux distributors. Most other titles in this market focus on the use of tools and software not normally included with Linux. Our approach teaches fundamentals the reader can take to other operating systems. This text is designed to provide a basic guide to resolving security involved in the use of Linux in workstation, small server, or small network environments.
	Covered topics include the following:  
	Securing network services such as Samba and NFS  
	Installation security details  
	Firewalling with ipchains and iptables  
	Intrusion detection, auditing, and monitoring  
	BIOS and motherboard security issues  
	Kerberos authentication  
	Data encryption  
	Eliminating ID and device risks  
	Preserving data  
	Steps to take if hacked  


 About the Author
 

Aron Hsiao is a computing entrepreneur and freelance network consultant with a background in UNIX-like operating systems stretching back to the mid-1980s. He has spent time as both an independent contractor and as a proprietor working in computer hardware and software retail, real-time software development, network deployment, Internet development, and Internet marketing. Aron has also worked as a volunteer in a number of different computer-related and education capacities in his local area. He has served as the About.com guide to Linux since 1997 and is the author of Que's The Concise Guide to XFree86 for Linux.  







	Comments

		


	[image: ]Add Your Comment
(HTML tags aren't allowed.)











	Amazing Books

	[image: ][image: Integrating Linux and Windows]

Integrating Linux and WindowsPrentice Hall, 2000
The complete solutions guide for every Linux/Windows system administrator!
This complete Linux/Windows integration guide offers detailed coverage of dualboot
issues, data compatibility, and networking. It also handles topics such as
implementing Samba file/print services for Windows workstations and providing
cross-platform...
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Pancreatic Cancer: Methods and Protocols (Methods in Molecular Medicine)Humana Press, 2004


	Pancreatic ductal adenocarcinoma is the fourth leading cause of cancer

	death in the United States. Annually approximately 30,000 Americans are

	diagnosed with the disease and most will die from it within five years. Pancreatic

	ductal adenocarcinoma is unique because of its late onset in age, high

	mortality, small tumor samples...
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Modelling and Reasoning with Vague ConceptsSpringer, 2006
Vagueness is central to the flexibility and robustness of natural language descriptions. Vague concepts are robust to the imprecision of our perceptions, while still allowing us to convey useful, and sometimes vital, information. The study of vagueness in Artificial Intelligence (AI) is therefore motivated by the desire to incorporate this...
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SAP HANA Administration (HANA Admin) (SAP PRESS)SAP Press, 2014

	Who says that a leopard can't change its spots? With the advent of SAP HANA, database administration is evolving and you can evolve along with it.


	Learn how traditional administration concepts are applied in SAP HANA, and find out about the new concepts relevant to an in-memory database. 

	Novice or expert, this book...
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Adobe Photoshop CS5 Classroom in a BookAdobe Press, 2010

	Creative professionals seeking the fastest, easiest, most comprehensive way to learn Adobe Photoshop CS5 choose Adobe Photoshop CS5 Classroom in a Book from the Adobe Creative Team at Adobe Press. The 14 project-based lessons in this book show readers step-by-step the key techniques for working in Photoshop CS5.
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The Crucible of Consciousness: An Integrated Theory of Mind and BrainMIT Press, 2009
There are lots of books on consciousness being published these days, and I end up skimming most of them and reading a few of them. Reading somebody else’s take on the whole set of issues is often frustrating and depressing: they just don’t get it. Other times it is tantalizing; they start on the right foot, in other words, where I...
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